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Area​ ​1​ ​Horizon​ ​Overview 
Phishing​ ​is​ ​the​ ​root​ ​cause​ ​of​ ​95%​ ​of​ ​security​ ​breaches​ ​that​ ​lead​ ​to​ ​financial​ ​loss​ ​and​ ​brand 
damage.​ ​Area​ ​1​ ​Horizon​ ​is​ ​a​ ​cloud​ ​based​ ​service​ ​that​ ​stops​ ​phishing​ ​attacks,​ ​the​ ​#1 
cybersecurity​ ​threat,​ ​across​ ​all​ ​traffic​ ​vectors​ ​-​ ​email,​ ​web​ ​and​ ​network.  
 
With​ ​globally​ ​distributed​ ​sensors​ ​&​ ​comprehensive​ ​attack​ ​analytics,​ ​Area​ ​1​ ​Horizon 
proactively​ ​identifies​ ​phishing​ ​campaigns,​ ​attacker​ ​infrastructure,​ ​and​ ​attack​ ​delivery 
mechanisms​ ​during​ ​the​ ​earliest​ ​stages​ ​of​ ​a​ ​phishing​ ​attack​ ​cycle.​ ​Using​ ​flexible​ ​enforcement 
platforms,​ ​Area​ ​1​ ​Horizon​ ​allows​ ​customers​ ​to​ ​take​ ​preemptive​ ​action​ ​against​ ​these 
targeted​ ​phishing​ ​attacks​ ​across​ ​all​ ​vectors​ ​-​ ​email,​ ​web​ ​and​ ​network;​ ​either​ ​at​ ​the​ ​edge​ ​or 
in​ ​the​ ​cloud. 

POV​ ​Configuration 
For​ ​customers​ ​using​ ​Microsoft​ ​Office​ ​365,​ ​doing​ ​a​ ​POV​ ​with​ ​Area​ ​1​ ​for​ ​detecting​ ​phishing 
emails​ ​is​ ​quick​ ​and​ ​easy​ ​to​ ​setup​ ​as​ ​detailed​ ​below.  

Email​ ​Flow​ ​During​ ​POV 
 

 
 
 

Copyright​ ​2017  Confidential​ ​&​ ​Proprietary​ ​/​ ​Area​ ​1​ ​Email​ ​Protection​ ​POV​ ​Configuration​ ​/​ ​2 



Configuration​ ​Steps 
● Step​ ​1:​ ​Configure​ ​Bcc​ ​Contact 
● Step​ ​2:​ ​Configure​ ​Inbound​ ​Rule​ ​to​ ​Bcc​ ​to​ ​Area​ ​1 
Step​ ​1:​ ​Configure​ ​Bcc​ ​Contact 
In​ ​order​ ​to​ ​Bcc​ ​messages​ ​to​ ​Area​ ​1,​ ​you​ ​will​ ​first​ ​need​ ​to​ ​create​ ​a​ ​contact​ ​that​ ​can​ ​be 
referenced​ ​by​ ​the​ ​Bcc​ ​Rule. 
 
To​ ​create​ ​the​ ​Contact,​ ​navigate​ ​to​ ​the​ ​Exchange​ ​Administration​ ​in​ ​O365.​ ​From​ ​the 
Dashboard,​ ​access​ ​the​ ​​contacts​​ ​option​ ​under​ ​the​ ​​recipients​​ ​section: 
 

 
 
 
  

Copyright​ ​2017  Confidential​ ​&​ ​Proprietary​ ​/​ ​Area​ ​1​ ​Email​ ​Protection​ ​POV​ ​Configuration​ ​/​ ​3 



In​ ​the​ ​​contacts​​ ​console,​ ​click​ ​on​ ​the​ ​“+”​ ​button​ ​to​ ​add​ ​a​ ​new​ ​​mail​ ​contact: 
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Fill​ ​in​ ​the​ ​contacts​ ​detail​ ​as​ ​follow​ ​in​ ​the​ ​​External​ ​email​ ​address​​ ​field,​ ​enter​ ​the​ ​Area​ ​1 
provided​ ​Bcc​ ​address​: 
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Once​ ​you​ ​have​ ​configured​ ​the​ ​contact​ ​details,​ ​click​ ​on​ ​​save​​ ​to​ ​commit​ ​the​ ​new​ ​contact. 
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Step​ ​2:​ ​Configure​ ​Inbound​ ​Rule​ ​to​ ​Bcc​ ​to​ ​Area​ ​1 
Next,​ ​you​ ​need​ ​to​ ​configure​ ​the​ ​rule​ ​to​ ​Bcc​ ​the​ ​inbound​ ​messages​ ​to​ ​Area​ ​1.​ ​From​ ​the 
Exchange​ ​Admin​ ​Dashboard,​ ​select​ ​the​ ​​rules​​ ​option​ ​under​ ​the​ ​​mail​ ​flow​​ ​section: 
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In​ ​the​ ​​rules​​ ​console,​ ​create​ ​a​ ​new​ ​rule​ ​by​ ​clicking​ ​on​ ​the​ ​“+”​ ​button​ ​and​ ​select​ ​​Create​ ​a​ ​new 
rule​ ​…​: 
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Name​ ​the​ ​rule​ ​​Bcc​ ​to​ ​Area​ ​1​. 
 
In​ ​the​ ​​Apply​ ​this​ ​rule​ ​if​ ​…​ ​​​ ​section,​ ​select​ ​​The​ ​sender​ ​…​ ​→​ ​is​ ​external/internal 
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Set​ ​the​ ​sender​ ​location​ ​to​ ​​Outside​ ​the​ ​organization 
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In​ ​the​ ​​Do​ ​the​ ​following​ ​…​ ​​section,​ ​select​ ​​Add​ ​recipients​ ​…​ ​→​ ​to​ ​the​ ​Bcc​ ​box 
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In​ ​the​ ​recipient​ ​dialog,​ ​select​ ​the​ ​contact​ ​that​ ​was​ ​created​ ​earlier,​ ​click​ ​the​ ​​ ​​add​ ​->​ ​​button​ ​to 
confirm​ ​the​ ​recipient​ ​and​ ​click​ ​​OK​​ ​to​ ​submit​ ​the​ ​selection: 
 

 
 
 
Click​ ​​Save​​ ​on​ ​the​ ​main​ ​​rule​​ ​dialog​ ​to​ ​create​ ​the​ ​new​ ​rule. 
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If​ ​you​ ​have​ ​multiple​ ​rules,​ ​ensure​ ​that​ ​the​ ​Bcc​ ​rule​ ​is​ ​at​ ​the​ ​right​ ​location​ ​in​ ​your​ ​rule 
sequence​ ​so​ ​you​ ​can​ ​appropriately​ ​send​ ​the​ ​Bcc​ ​messages​ ​to​ ​Area​ ​1.  

Email​ ​Processing​ ​&​ ​Reports 
In​ ​the​ ​Bcc​ ​mode,​ ​all​ ​emails​ ​are​ ​put​ ​through​ ​automated​ ​phishing​ ​detections​ ​by​ ​Area​ ​1.​ ​Emails 
that​ ​trigger​ ​phishing​ ​detections​ ​are​ ​logged​ ​for​ ​reporting​ ​via​ ​product​ ​portal,​ ​email​ ​and​ ​Slack. 
Emails​ ​that​ ​don’t​ ​trigger​ ​any​ ​detections​ ​are​ ​deleted. 
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